
OSINT FRAMEWORK

Username

Username Search Engines

Namechk

Namechk (T)

KnowEm

Namechecker

UserSearch.org

WhatsMyName (T)

Thats Them

Check Usernames

Name Checkup

Instant Username Search

Specific Sites

Amazon Usernames (M)

Amazon Wishlists

Github User (M)

Tinder Usernames (M)

Keybase

MIT PGP Key Server

Email Address

Email Search

Thats Them

Hunter

Email to Address (R)

Pipl

VoilaNorbert

Reverse Genie Email

theHarvester (T)

Infoga (T)

MailDB

Skymem

MailsHunt

Common Emails Formats

Corporate Email Formats

Email Format

Toofr

Email Permutator

OneLook Reverse Dictionary and Thesaurus

Email Verification

MailTester

VerifyEmail

BytePlant Email Validator

Read Notify

Email Reputation

MailboxValidator

Breach Data

Have I been pwned?

DeHashed

Intelligence X

Vigilante.pw

Breach or Clear

Ashley Madison Emails

Spam Reputation Lists

DNS Blackhole Lists

Mail Blacklists

MxToolbox

Domain Name

Whois Records

Domain Dossier

domainIQ

DomainTools Whois

Domain Big Data

Whoisology

Whois ARIN

DNSstuff

Robtex(R)

Domaincrawler.com

MarkMonitor Whois Search

easyWhois

Website Informer

Who.is

Whois AMPed

ViewDNS.info

Domainsdb.info

IP2WHOIS

Subdomains

Aquatone (T)

FindSubDomains

Google Subdomains

Recon-ng (T)

XRay

DNS Recon (T)

Gobuster (T)

Fierce Domain Scanner (T)

Bluto (T)

theHarverster (T)

Pentest-tools.com Subdomains

SecLists DNS Subdomains (T)

dnspop (T)

gdns (T)

assetnote (T)

Network Intelligence

Sublist3r

AtlDNS (T)

Discovery

Shodan

Kraken

urlscan.io

Daily DNS Changes

SameID

Redirect Detective

Sitediff

AnalyzeID

Certificate Search

Google's Certificate Transparency

Spyse

Censys

crt.sh - Certificate Search

certgraph (T)

Passive DNS

Security Trails

Mnemonic

DNS History

PTRarchive.com

DNS Dumpster

Deteque (R)

Reputation

UrlQuery.net

Passive Total

URL Void

Threat Crowd

FortiGuard Reputation Service

McAfee TrustedSource

Trend Micro Site Safety Center

WatchGuard Reputation Authority

Sucuri SiteCheck

ThreatMiner.org

BlueCoat WebPulse

Zscaler Zulu URL Risk Analyzer

Joe Sandbox Url Analyzer

Cisco SenderBase

AVG Threat Labs

Webroot BrightCloud URL/IP Lookup

VURL Online

AlienVault Open Threat Exchange

Malware Domain List

Web Inspector Online Scan

Google Safe Browsing API

hpHosts Online

Domain Blaclists

Ransomware Tracker Abuse.ch

Threatexpert.com Malicious URLs

Zeus C2 Tracker

Malware Domains Blacklist

Blackweb

Critical Stack Intel (R)

DNS Sinkhole

DNS-BH Malware Domain Blocklist

Malware Domain List

Malware Patrol (R)

MalwareURL (R)

scumware.org

ZeuS Tracker

Shadowserver Foundation

Email Domain Validation

Typosquatting

DNS Twist (T)

URLCrazy (T)

dnstwister

Catphish

Analytics

BuiltWith

SiteSleuth

Wappalyzer (T)

SEMrush

TopGainers

Moonsearch

StackShare

Ewhois

Netcraft

Stats Crop

Open Site Explorer

SpyOnWeb

SecurityHeaders.io

Keyword Density

Alexa Site Statistics

Cisco Umbrella Popularity List

Alexa Top 500 Global Sites

W3bin.com

Sitedossier

Visual Site Mapper

ClearWebStats.com

PubDB

www Domain Tools

SimilarWeb

Website Outlook

Siteliner

WebPagetest

WhatWeb

URL Expanders

Link Expander

GetLinklnfo

CheckShortURL

Lengthen Me

URL Expander

URL Unshortener

Where Does This Link Go?

KnowURL

Change Detection

VisualPing

Change Detection

Follow That Page

Urlwatch

WatchThatPage

ChangeDetect

Social Analysis

Google Trends

Reddit (M)

DNSSEC

DNSSEC Analyzer

DNSViz

Cloud Resources

Public Buckets

CloudScraper

Vulnerabilities

Scanners

Sn1per (T)

Mage Scan

Disclosure Sites

XSSposed.org

Zone-H.org

RobotsDisallowed

Tools

Burp Suite (T)

BlackWidow (T)

IntelliTamper (T)

International Domain Name Conversion Tool

EyeWitness

Belati (T)

Hunting-New-Registered-Domains (T)

IP Address

Geolocation

MaxMind Demo

IPv4/IPv6 lists by country code

IP2Location.com

IP Fingerprints

DB-IP

IP Location Finder

Info Sniper

utrace

InfobylP.com

ipTRACKERonline

My IP Address

Host/Port Discovery

Spyse

Shodan

Scans.io

ZoomEye

Nmap (T)

Internet Census Search

urlscan.io

Scanless

Masscan (T)

IPv4

ASlookup.com

Onyphe

IPv4 CIDR Report

Reverse.report

Team Cymru IP to ASN

IP to ASN DB

Hacker Target - Reverse DNS

IPV6

IPv6 CIDR Report

BGP

Hurricane Electric BGP Toolkit

BGP Malicious Content Ranking

BGPStream

PeeringDB

BGP Tools

Reputation

IP Void

ExoneraTor

LivelPMap IP Check

Blacklists

Blocklist.de

DShield API

FireHOL IP Lists

Project Honey Pot

Neighbor Domains

IP Fingerprints - Reverse IP Lookup

Bing IP Search (D)

TCP/IP Utils - Domain Neighbors

MylPNeighbors

Same IP

Protected by Cloud Services

CloudFlare Watch

CloudFail (T)

Wireless Network Info

WiGLE: Wireless Network Mapping

OpenCellid: Database of Cell Towers

Network Analysis Tools

Wireshark

NetworkMiner

Packet Total

NetworkTotal

IP Loggers

Ki.tc

Grabify

IP Logger

Images/Videos/Docs

Images

Search

Google Images

Bing Images

Yahoo Image Search

TinEye Reverse Image Search

Yandex Images

Baidu Images

Twitter Image Search (M)

Imgur Search

Photobucket

PicSearch

Karma Decay

Image Raider

7Photos.net

Panoramio

Current Location

Lakako Photo Search

cc Search

CamFind App

RevEye Reverse Image Search (T)

SmugMug Search

ImageNet

Places2

Image Identification Project

SauceNAO

Instagram

Webstigram

Instagram

Mini Instagram

Imgrab

Tofo.me

Flickr

Flickr

Flickr Map

My Pics Map

idGettr

Flickr Hive Mind

Metadata

ExifTool (T)

Jeffrey's Exif Viewer

ExifViewer

Search by Exif

ImgOps

Metapicz

JPEGsnoop (T)

GeoSetter

gbimg.org

Forensics

FotoForensics

Izitru

Ghiro (T)

Stolen Camera Finder

Camera Trace

OCR

Online OCR

i20CR

New OCR

Online OCR

Tools

Creepy (T)

Videos

Search

Google Videos

Bing Videos

Vimeo Search

Internet Archive Videos

Vines (D)

Dogpile Web Search

Geo Search Tool

blinkx Video Search

Facebook Live Map

LiveLeak

Metacafe

Metatube

Yahoo Video Search

Analyze / Record

DetURL

Print YouTube StoryBoard Instructions

Print Storyboard from Youtube

Frame by Frame for YouTube (T)

YouTube Metadata

TubeChop

YouTube Data Tools

Hooktube

yasiv-youtube

Webcams

SeeAllTheThings

Insecam

EarthCam

Documents

Search

Common GoogleDorks

GoogleDocs (D)

GoogleDrive (D)

Dropbox (D)

Amazon AWS (D)

OneDrive (D)

Cryptome (D)

Scribd

DocJax

WikiLeaks Search

RECAP Court Doc Repo

filessoo.com

Leaked Cables

Paste Sites

Pastebin Trends

Pastebin Alerts

Just Paste It

Pastebin OSINT Harvester (T)

Fonts

What The Font

Font Squirrel

IdentiFont

Font Spring

What Font Is

Social Networks

Facebook

Search

Find my Facebook ID

FB Email Search

Recover FB Account

Facebook Photos by ID (M)

FB People Directory

NetBootCamp FB Search Tool

FB Lookup ID

FB Identify (Requires Logout)

Search is Back!

Socialsearching

Facebook Live Map

Analytics

fb-sleep-stats (T)

Facebook Scanner

Archive / Document

ExtractFace (T)

Twitter

Search

Twitter Advanced Search

Twitter Location Search

Twitter Date Search

Twitter Name Search

Twitter User Directory

Twitter Search for Live Streaming Vid

ConWeets

Twitterfall

Twellow

First Tweet

TweetReach

BackTweets

Moz Profile Search

HootSuite

TweetDeck

Twopcharts

Twitter Email Test

Twoogel Search Engine

Treeverse (T)

Pictures

Twicsy

Analytics

Profile

Tweepsect

Followerwonk Analyze

Followerwonk Compare

Twitonomy

Fake Follower Check

Klear

First Tweet

TweetTunnel

Twitalyzer

Foller.me Analytics

MentionMapp

SleepingTime

Bioischanged (M)

X0rz Tweets_analyzer

Social Bearing

Hashtag

Tagboard

RiteTag

Trendsmap

TAGSExplorer

Tweet Metadata

Birdwatcher (T)

Tinfoleak Web

Tinfoleak.py (T)

DMI-TCAT (T)

Twint

Location/Mapping

GeoChirp

GeoSocial Footprint

TweetPaths

TeachingPrivacy

Echosec

MIT Map

Harvard Map

One Million Tweet Map

Creepy

Tweepsmap

GeoTweet

MapD Tweetmap

Archive/Deleted Tweets

All My Tweets

Deadbird

Spoonbill

TweetVacuum (T)

Twitter Back From The Dead

Reddit

SnoopSnoo

metareddit

Reddit Archive

reddit metrics

subreddits

Reddit Investigator

Reddit Comment History

LinkedIn

LinkedInt - Linkedln Recon Tool

ScrapedIn

InSpy

Other Social Networks

Myspace

Tumblr

TheHoodUp (NSFW)

BlackPlanet.com - Member Find

MiGente (Latino)

Asian Avenue

Orkut (Brazil)

Odnoklassniki

raven (T)

Delicious

Search

Social Searcher

Google Social Search

Periscope Search

Periscope with known Username (M)

SocialBlade.com

Talkwalker Social Media Search (R)

BuzzSumo Most Shared

PinGroupie

Searchir

Google CSE for Telegram links

Social Media Monitoring Wiki

Instant Messaging

Skype

Skype Web Client

MostwantedHF

Skypegrab

Skype Resolver 2019

Snapchat

Snapchat Leak Checker

Kik

Kik Username (M)

Yikyak

YokMap

People Search Engines

General People Search

Family Tree Now

Pipl

Spokeo People Search

ThatsThem

ZoomInfo Directory

Zaba Search

USSearch.com

Snoop Station

Melissa Data - People Finder (R)

Advanced Background Checks

SalesMaple Contact Search

PeekYou

PeepDB

Reverse Genie People

Wink People Search

Radaris

Profile Engine

Intelius

InfoSpace

Waatp

Webmii

Snitch.name

Lullar

Yasni

findmypast.com

HowManyOfMe

FamilySearch.org

Ancestry.com

SearchBug

Nuwber

eVerify

Genealogy.com

The New Ultimates

My Life

Ark

AnyWho

Addresses.com

Sorted By Name

Cubib

True People Search

Fast People Search

Speedy Hunt

Been Verified

Registries

The Knot

Registry Finder

My Registry

Amazon Registry Search

Bed, Bath, & Beyond Gift Registry

The Bump

Dating

Match.com

AYI.com

Plenty Of Fish.com

eHarmony

Farmers Only

Zoosk

OkCupid

Tinder (R)

Wamba.com

AdultFriendFinder

Ashley Madison

BeautifulPeople.com

Badoo

Spark.com

Meetup

BlackPeopleMeet

Review of Users

TrueData

WomanSavers

Telephone Numbers

Voicemail

Slydial

International

Numbering Plans

Numberway

Pipl API (M)

WhoCalld

411

CallerID Test

ThatsThem - Reverse Phone Lookup

Twilio Lookup

Fone Finder

True Caller

Reverse Genie

SpyDialer

Phone Validator

Free Carrier Lookup

Mr. Number (M)

CallerIDService.com (R)

Next Caller (R)

Data24-7 (R)

HLR Lookup Portal (R)

OpenCNAM

OpenCNAM API

USPhoneBook

Numspy

Numspy-Api

Public Records

Property Records

Melissa Data - Property Viewer (R)

Zillow

Emporis

Homefacts

Neighbor Report

Redfin

Court/Criminal Records

Nationwide County Court Records

World Legal Information Institute

Canadian Legal Information Institute

Most Wanted Criminal Pages

Black Book Online - Criminal Search

CrimeReports.com

Familywatchdog-Sex Offender Search

Felon Spy

The Inmate Locator

Criminal Searches

National Sex Offender Search

Mugshots.com

Federal Inmate Locator

Government Records

NC Salary DB

Gov Data Canada

CA Salary DB

Financial/Tax Resources

BIN Base

VAT Research

NETR Online

Birth Records

Sorted by Birth Date

Moose Roots Birth Records

Birth Database

Death Records

Death Check

Find A Grave

Gravelnfo

Moose Roots Death Records

US County Data

NACo County Explorer

Voter Records

Voter Records

Voter Registration Data

Patent Records

US Patent Office Search

Google Patent Search

Political Records

FollowTheMoney.org

OpenSecrets.org

Political MoneyLine

MelissaData - Campaign Contributions

Influence Explorer

US Federal Election Commission

Every Politician

Public Records?

Enigma

The World Bank Open Data Catalog

BRB Public Records

GOVDATA - Das Datenportal für Deutschland (German)

Open-Data-Portal München (German)

Business Records

Annual Reports

AnnualReports.com

Reportlinker.com

Public Register Online

Public Register's Annual Report Service

The Investor - Africa

International Registries

General Info & News

Businessweek Search

Corporation Wiki

Commercial Register - Worldwide

SEC.gov-EDGAR

International White Pages

UK Companies

Global EDGE Resource Directory

Ripoff Report

Google Finance

Company Profiles

OpenCorporates

Corporation Wiki

Data.com Connect

Zoomlnfo.com

Kompass International

Infobel

Mint Portal

Manta

AIHIT

Plonked

Buzzfile

LittleSis

Companies House

Hoovers

Corporate Information

Company Data Rex (EU)

Europages

Glassdoor Company Reviews

Owler (R)

Vault

D&B Company Search

Companies In The UK

UK Companies list

UK Data

Orbis Directory

Manta Small Business Directory

Crunchbase

Employee Profiles & Resumes

RecruitEm

LinkedIn

Market Visual

Jobster

XING

Indeed

CVGadget

LeadFerret.com

Additional Resources

RBA-Business Information Resources

VAT Number Validation

Transportation

Vehicle Records

Vehicle Purchase Records

VIN Decoderz

That's Them VIN Search

Reverse Genie License Plates

VinCheck

TRAVIC - Public Transportation Tracking

Vehicle Specifications Lookup

License Plate Search

Air Traffic Records

FlightAware - Live Flight Tracker

Flightradar24.com

World Aeronautical Database

ADS-B Exchange

Marine Records

Marine Traffic

Vessel Tracker

Ship AIS

Shodan Ship Tracker

OpenSeaMap - The free nautical chart

Vessel Finder

Railway Records

Deutsche Bahn Open-Data-Portal (German)

OpenRailwayMap

Satellite Tracking

Track-Trace

Geolocation Tools / Maps

Geolocation Tools

SunCalc

Coordinates

GPSVisualizer

Military Grid Reference System Coordinates

Batch Geocoding

Batch Reverse Geocoding

Map Reporting Tools

BatchGeo

Hyperlapse (T)

Teehan+Lax Labs - Hyperlapse

Google Maps Streetview Player

ScribbleMaps

Mobile Coverage

OpenSignal

AntennaSearch

Google Maps

Bing Maps

HERE Maps

Dual Maps

Instant Google Street View

Wikimapia

OpenStreetMap

Flash Earth

Historic Aerials

Google Maps Update Alerts

Google Earth Overlays

Yandex.Maps

TerraServer

Google Earth

Baidu Maps

Corona

Daum (Korean)

Naver (Korean)

OpenStreetMap

EarthExplorer

OpenStreetCam

Dronetheworld

Travel by Drone

Hivemapper

LandsatLook Viewer

Sentinel2Look Viewer

NEXRAD Data Inventory Search

MapQuest

OpenRailwayMap

OpenStreetMap Routing Service

Hiking & Biking Map

US Nav Guide Zip Code Data

Wayback Imagery

Search Engines

General Search

Google

Bing

DuckDuckGo

Yahoo Advanced Web Search

StartPage

Yandex

Baidu

Google Advanced Search

iBoogie

iZito

Bing VS. Google

Ixquick Search Engine

Advangle

Instya

Hulbee

Meta Search

iSEEK

Biznar

Carrot2

Yippy

eTools.ch

searx.me

Addictomatic

WhosTalkin

DMOZ

AnswerThePublic.com

Code Search

iSEEK

Biznar

Carrot2

Yippy

eTools.ch

searx.me

Addictomatic

WhosTalkin

DMOZ

AnswerThePublic.com

FTP Search

GlobalFile

FTP Google Dork (D)

Napalm FTP

FileMare

Academic /Publication Search

PubPeer

Bielefeld Academic Search Engine

Google Scholar

PubMed - National Center for Biotechnology Information

Social Science Research Network

Open Library

World Digital Library

JURN

HathiTrust Digital Library

UK National Archives

OpenGrey EU Papers

US Gov Publishing Office - FDsys

OpenDOAR

Microsoft Academic

Science Direct

PQDT Open

Think Tank Search

Library Databases

Copyscape Plagiarism Checker

Lazy Scholar (T)

Open Access Scholarly Journals

The Open Syllabus Project

Science Publications

arXiv.org

News Search

Paperboy Online Newspapers

Google News Search

Flipboard

YouGotTheNews

NewspaperARCHIVE.com

PressReader.com

Newspaper Map

NewsBrief

AllYouCanRead.com

World News

NewsNow.co.uk

Hubii

Inshorts

NewsBot

Other Search

Yobi3D - 3D Model Search

Colossus International Engine List

SimilarSites

Economics Search Engine

AOL Search Database

EntityCube

FindTheData A Research Engine

Search Tools

Million Short

SearchDiggity (T)

Scanner-inurlbr (T)

Google Alerts

Google Custom Search Engine

pagodo - Passive Google Dork (T)

Talkwalker Alerts

Google Correlate

Search Engine Guides

Google Hacking Database

Google Search Operators Guide

Google Guide Cheat Sheet

Fact Checking

Hoaxy

Africa Check

PolitiFact

SciCheck

Duke Reporters

Stop Fake Tools

Snopes

Verification Han

Verification Junk

MediaBugs

Forums/Blogs/IRC

Forum Search Engines

BoardReader

Omgili

Craigslist Forums

Delphi Forum Search

Google Groups Search

Yahoo Groups

Blog Search Engines

IceRocket

Live Journal Seek

Topix

Twingly Blog Search

Blog Search Engine

Notey

IRC Search

Mibbit

ircsnapshot (T)

netsplit.de

BotBot.me

Archives

Web

Internet Archive: Wayback Machine

Archive.is

WebCite

Cached View

Cached Pages

Textfiles.com

UK Web Archive

Screenshots.com

Wayback Machine - Beta Search

Common Crawl

Wayback Machine Chrome Extension

PDF My URL

Bounce

Browsershots

Waybackpack (T)

Data Leaks

Databases.Today

Weleakinfo

Cryptome

WikiLeaks

Public Datasets

Labled Faces in the Wild DB

Large-scale Scene Understanding Challenge

VisualGenome

UCI Spambase Data Set

Stanford Large Network Dataset Collection

Other Media

Library of Congress: Digitized Newspapers - 1836-1922

Library of Congress: Newspaper Directory- 1690-Present

TV Closed Caption Search

Language Translation

Text

DeepL Translator

Google Translate

Google Input Tools

Bing Translate

Dictionary.com Translator

Free Translation

Free Online Translation

Wiktionary

Slangit - The Slang Dictionary

Slang Dictionary & Translator

Urban Dictionary

Pictures

Online OCR

i20CR

New OCR

Online OCR

Analysis

Personality Insights

Tone Analyzer

WhatTheFont

Apply Magic Sauce

Metadata

ExifTool (T)

Metagoofil (T)FOCA (T)

CodeTwo Outlook Export (T)

Mobile Emulation

Android

Emulation Tools

Genymotion (T)

BlueStacks 2 (T)

Andy Android Emulator (T)

Nox App Player

Apps

Social Networking

Facebook (T)

LinkedIn (T)

Twitter (T)

Pinterest (T)

Instant Messaging

Signal Private Messenger (T)

Riot.im - Communicate, your way (T)

Telegram (T)

Snapchat (T)

WhatsApp Messenger (T)

Kik (T)

Yik Yak (T)

LINE (T)

Pictures

Instagram (T)

Flickr (T)

Streaming Video

Periscope (T)

Meerkat (T)

Vine (T)

Truecaller

Terrorism

Global Terrorism Database

Dark Web

General Info

Reddit Deep Web

Reddit Onions

Reddit Darknet

Clients

Tor Download (T)

I2P Anonymous Network (T)

Discovery

OnionScan

TorBot

Tor Scan

Onioff

Hunchly Hidden Services Report

docker-onion-nmap (T)

Onion Investigator

TOR Search

Onion Cab

OnionLink

Candle

Not Evil

Tor66

dark.fail

Ahmia

TOR Directories

Hidden Wiki

Core.onion

OnionTree

Tor2web

Web o Proxy

IACA Dark Web Investigation Support

Digital Currency

Bitcoin

Blocktrail

Blockchain.info

Block Explorer

Blockr.io

BitRef

Wallet Explorer

Graphsense

Blockonomics

Bitcoin Who's Who

Orbit (T)

Ethereum

Ether.Camp

etherchain.org

Etherscan

Monero

XMRChain.net

Monero Blocks

Chain Radar

Classifieds

Craigslist

Kijiji - Canada Classifieds

Quikr - India Classifieds

eBay

OfferUp

Goofbid

Flippity

SearchAllJunk

TotalCraigSearch

Backpage

Search Tempest

Oodle

Claz.org

Encoding / Decoding

Base64

Barcodes /QR

Clearlmage Barcode Reader

Javascript

JS Beautifier

JS NICE

Firebug (T)

SpiderMonkey (T)

Kahu Revelo (T)

JavaScript Deobfuscator

PHP

DDecode - PHP Decoder

XOR

Unix

XORSearch & XORStrings (T)

xortool (T)

unxor (T)

Windows

Kahu Converter Utillities (T)

Python

iheartxor.py (T)

XORBruteForcer.py (T)

NoMoreXOR.py (T)

Balbuzard (T)

CyberChef

Functions Online

Tools

OSINT Automation

DataSploit (T)

SpiderFoot (T)

ThreatPipes (T)

Omnibus (T)

Photon (T)

ReconDog (T)

IFTTT

StringifyIntrigue.io (T)

OSRFramework (T)

Inquisitor (T)

AutoOSINT (T)

IntRec-Pack (T)

OSINT-SPY (T)

Microsoft Flow

Phonelnfoga (T)

Pentesting Recon

Low Hanging Fruit (T)

Virtual Machines

VMware Workstation Player (T)

VirtualBox (T)

Buscador os (T)

Kali Linux os (T)

ParrotSec os (T)

Microsoft Edge Development os VMs (T)

Subgraph os (T)

Tails Live os (T)

Whonix

Paterva / Maltego (T)

Epic Privacy Browser (T)

Overview

Malicious File Analysis

Search

Decalage Malware Search

VirusShare.com

#totalhash

VX Vault

ID Ransomware

National Software Reference Library

Hosted Automated Analysis

Office Files

XecScan

JoeSandbox Document Analyzer

PDFs

Wepawet

ViCheck

Android

Akana Android Malware

Joe АРК Analyzer

VirusTotal

Malwr

Hybrid Analysis

MalwareViz

Ether

Eureka

Blueliv Sandbox

Valkyrie File Analysis

Deepviz Sandbox

detux Linux Sandbox

Joe File Analyzer

Pikker.ee Cuckoo Sandbox

ThreatExpert Sandbox

Koodous

Anlyzio

Any Run

Office Files

Office Mal Scanner (T)

OffVis (T)

PDFs

PDF Tools (T)

Origami Framework (T)

PCAPs

Malware-Traffic-Analysis.net

Ghidra (T)

Malware Analysis Tools

Exploits & Advisories

Default Passwords

Default Passwords DB

Default passwords list

Default Password Lookup Utility

Phenoelit Default Password List

Default Router Passwords

Open Sez Me Default Passwords

Hashes.org

MITRE ATT&CK

Exploit DB

Packet Storm

SecurityFocus

NVD-NIST

OSVDB: Open Sourced Vulnerability Database

CVE Details

CVE - MITRE

OWASP

0day.today

Secunia

Canadian Centre for Cyber Security

Threat Intelligence

Phishing

https://openphish.com/feed.txt

PhishTank

PhishStats

IOC Tools

Jager

IOC Parser

Cacador

ThreatPinch Lookup

Mimir

iocextract (T)

Threatingestor

TTPs

Malware Exploit TTP Database

Mitre TTPs

IBM X-Force Exchange

Malware Information Sharing Platform

Malware Patrol

Project Honey Pot

Cymon Open Threat Intelligence

mlsecproject/combine

hostintel - keithjones Github

massive-octo-spice - csirtgadgets Github

Bot Scout

Blueliv Threat Exchange (R)

APTnotes

HoneyDB

Pulsedive

Mr.Looquer IOC Feed - 1st Dual Stack Threat Feed

OpSec

Persona Creation

Fake Name Generator

Fake Identity Generator

Random User Generator

Pexels

Faker.js

Anonymous Browsing

TOR

Tor Download (T)

I2P Anonymous Network (T)

Anonymous VPNs

DeepDotWeb VPN Comparison Chart

VPN Comparisons - That One Privacy Site

Spoof User-Agent

UserAgentString.com

WhatlsMyBrowser.com

User Agent String Decoder

VPN Tests

IP/DNS Leak Detection

JonDonym

DNS leak test

DNS Leak Tests

TorGuard

IPV6 Leak Tests

Email Leak Tests

Perfect Privacy

WebRTC Leak Test

LetMeCheck.it

Trace My IP

Browser Tests

Browser Statistics

WhatsMyBrowser.org

What browser am using.co

What Browser?

BrowserSpy.dk Browser Information

Browserscope

Proxy Tests

Proxychecker

IP2Proxy

NoScript (T)

Firefox-debloat

Browser Leaks

Self-Destructing Cookies (T)

BrowserSpy.dk

LocaBrowser.com

Privacy/Clean Up

Just Delete Me

Accountkiller.com

The Internet Privacy Handbook

OptOut Credit Prescreen

Credit Freeze

Fake US Identities

Social Media Fingerprint

Privacy Tools

Panopticlick

Intel Techniques - Hiding from the Internet

The Many Hats Club - Privacy Resources

Metadata / Style

Anonymouth - Document Anonymization (T)

Documentation

Web Browsing

Hunchly (T)

Fiddler (T)

Burp Suite (T)

Page2Images (T)

Archive.is

Web Page Saver

Snapper (T)

Full Page Screen Capture Chrome Extension (T)

Screen Capture

FRAPS (T)

ShareX (T)

Greenshot (T)

Map Locations

BatchGeo

Google Street View-Hyperlapse

Teehan+Lax Labs - Hyperlapse

Google Maps Streetview Player

ZeeMaps

Timeline JS3

Training

Games

A Google A Day

GeoGuesser

Verification Quiz Bot

AutomatingOSINT.com

Open Source Intelligence Techniques

Plessas

SANS SEC487 OSINT Class

NetBootCamp

Smart Questions

https://in.linkedin.com/company/hackingarticles

https://github.com/Ignitetechnologies

@hackinarticles

https://twitter.com/hackinarticles
https://github.com/Ignitetechnologies
https://in.linkedin.com/company/hackingarticles

