
Red Team Dorks

Nginx

Shodan "nginx" http.component:nginx

Censys "nginx" AND tags:webAND tags:https

Securitytrails http.html_body.server:nginx

Greynoise service.name:nginx

Binaryedge http.servers:nginx

Zoomeye app:"nginx"

Netlas http.server:nginx

Fofa title=“nginx” || header=“nginx”

Huntr http.servers=“nginx”

Leakix server:nginx

Apache

Shodan http.component:apache

Censys “apache” AND tags:web AND tags:https

Securitytrails http.html_body.server:apache

Greynoise service.name:apache

Binaryedge http.servers:apache

Zoomeye app:“apache”

Netlas http.server:apache

Fofa title=“apache” ||header=“apache”

Huntr http.servers=“apache”

Leakix server:apache

Phpmyadmin Shodan Server:phpmyadmin

org asn

Shodan asn:ASXXXXXXX org:

Censys asn:ASXXXXXXX AND tags:

Securitytrails include:asn:ASXXXXXXX AND type:organization

Greynoise asn:ASXXXXXXX organization:

Binaryedge asn:ASXXXXXXX organization:

Zoomeye asn:ASXXXXXXX org:

Netlas asn:ASXXXXXXX org:

Fofa header=“ASXXXXXXX” && title=" "

Huntr asn:ASXXXXXXX organization:

Leakix asn:ASXXXXXXX org:

Elasticsearch

Shodan product:elasticsarch

Censys elasticsearch.protocol:tcp

Securitytrails os:elasticsearch

Greynoise port:9200

Binaryedge elasticsearch

Zoomeye app:“Elasticsearch” port:“9200”

Netlas product:“Elasticsearch”

Fofa
title=“Elasticsearch” || body=“Elasticsearch” ||

header=“Elasticsearch”

Huntr product:“elasticsearch”

Leakix title:“kibana” && title:“elastic”

Minio

Shodan http.html:" "

Censys
(443.https.tls.certificate.parsed.extensions.subject_alt_name.dns_names:

minio.*)

Securitytrails ssl.cert_subject_alt_name: minio

Greynoise metadata.product: “MinIO”

Binaryedge “http.component:Minio” OR “http.title:Minio”

Zoomeye title:Minio

Netlas http.title:“Minio”

Fofa
title=“MinIO” || header=“Minio” || header=“X-Amz-Bucket-

Region”

Huntr intitle:“MinIO”

Leakix intitle:“MinIO”

kuberneties

Shodan “kubernetes port:6443”

Censys “443.https.get.body: “kubernetes””

Securitytrails “kubernetes.*.cloudapp.azure.com”

Greynoise “tags:kubernetes”

Binaryedge “title:“kubernetes-dashboard””

Zoomeye “app:“kubernetes-dashboard””

Netlas “app:“kubernetes-dashboard””

Fofa “title=“Kubernetes Dashboard” || header=“kubernetes””

Huntr “title:“kubernetes dashboard””

Leakix “title:“kubernetes dashboard””

MSSQL

Shodan product:“Microsoft SQL Server”

Censys
443.https.get.body:“microsoft sql server” OR

1433.banner:“microsoft sql server”

Securitytrails
http.html_content:“Microsoft SQL Server” OR

http.html_content:“MSSQLSERVER”

Greynoise tags:“mssql” OR tags:“microsoft sql server”

Binaryedge product:“Microsoft SQL Server”

Zoomeye app:“Microsoft SQL Server”

Netlas
title:“Microsoft SQL Server” OR body:“Microsoft SQL Server” OR

body:“MSSQLSERVER”

Fofa title=“Microsoft SQL Server” || header=“Microsoft SQL Server”

Huntr title:“Microsoft SQL Server” OR body:“Microsoft SQL Server”

Leakix server:Microsoft-IIS/8.5 intitle:“sql server login”

RDP

Shodan “rdp” OR “port:3389”

Censys

3389.rdp.banner:"\x03\x00\x00\x0b

\xe0\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"

Securitytrails “rdp” AND port:3389

Greynoise “tags.rdp” OR “tags.mstsc”

Binaryedge “rdp” AND port:3389

Zoomeye “rdp” OR “port:3389”

Netlas “rdp” OR “port:3389”

Fofa “protocol=rdp” OR “port=3389”

Huntr “rdp” OR “port:3389”

Leakix “rdp” OR “port:3389”

FTP

Shodan “ftp”

Censys “service.ftp.banner”

Securitytrails “service:ftp”

Greynoise “protocol:ftp”

Binaryedge “ftp”

Zoomeye “ftp”

Netlas “ftp”

Fofa “ftp”

Huntr “ftp”

Leakix “ftp”

SSH

Shodan port:22 ssh

Censys 22.ssh.banner.raw_version: SSH

Securitytrails 22 || ssh

Greynoise /ssh/ && port:22

Binaryedge ssh port:22

Zoomeye port:22 ssh

Netlas port:22 AND service.ssh==true

Fofa protocol=ssh

Huntr 22.ssh.banner.raw_version:SSH

Leakix service.ssh == true

DNS

Shodan hostname:{DNS name}

Censys parsed.names:{DNS name}

Securitytrails domain:{DNS name}

Greynoise metadata.dns:{DNS name}

Binaryedge dns.name:{DNS name}

Zoomeye site:{DNS name}

Netlas dns.host:{DNSname}

Fofa domain={DNS name}

Huntr domain:{DNS name}

Leakix data.hostnames:{DNS name}

Modbus

Shodan port:502 modbus

Censys modbus

Securitytrails port:502

Greynoise modbus

Binaryedge port:502

Zoomeye port:502 modbus

Netlas port:502 modbus

Fofa protocol=modbus

Huntr port:502

Leakix port:502 modbus

RTSP

Shodan port:554 rtsp

Censys protocols:rtsp

Securitytrails port:554

Greynoise protocols:rtsp

Binaryedge port:554 rtsp

Zoomeye port:554 rtsp

Netlas protocol:rtsp

Fofa protocol:rtsp

Huntr protocol:rtsp

Leakix port:554

SMTP

Shodan smtp

Censys protocols:smtp

Securitytrails smtp

Greynoise port:25

Binaryedge port:25

Zoomeye service:smtp

Netlas service:smtp

Fofa protocol==smtp

Huntr smtp

Leakix port.tcp eq 25

SMB

Shodan smb

Censys protocols.smb.banner.signatures.name: “SMB”

Securitytrails tags.smb = true

Greynoise metadata.protocol = smb

Binaryedge protocols:“smb”

Zoomeye app:“SMB/CIFS”

Netlas service:“smb”

Fofa protocol=“smb”

Huntr tags:“smb”

Leakix protocol:smb

NFS

Shodan port:2049 nfs

Censys protocols:“nfs”

Securitytrails port:2049 AND service:nfs

Greynoise tag:nfs

Binaryedge port:2049 nfs

Zoomeye app:“nfsd”

Netlas nfs

Fofa
title=“NFS” || body=“NFS” || header=“NFS” ||

keyword=“NFS”

Huntr port:2049 AND service:nfs

Leakix port:2049 nfs

Docker Registries

Shodan
http.title:“Docker Registry”" OR “http.html:“Docker Registry””

OR “http.component: “docker”” OR "http.component: “registry”

Censys 443.https.get.metadata.protocol: Docker

Securitytrails
http.headers.server:docker-registry" OR “http.html: docker-registry”

OR "http.title: docker-registry

Greynoise http.metadata.product:Docker Registry

Binaryedge http.component:docker-registry

Zoomeye title:“Docker Registry”" OR "body:“Docker Registry”

Netlas product:“Docker Registry”

Fofa
title=“Docker Registry”" OR “header=“docker-registry”” OR

"body=“docker-registry”

Huntr docker-registry

Leakix http.component:“docker-registry”

Memcached

Shodan port:11211 memcached

Censys protocols: “memcached”

Securitytrails type:server “memcached” port:11211

Greynoise service:memcached

Binaryedge port:11211 && memcached

Zoomeye port:“11211” memcached

Netlas port:11211 && memcached

Fofa title=“Memcached” && protocol=“port:11211”

Huntr port: 11211 AND tags:memcached

Leakix protocols:“memcached” port:“11211”

RabbitMQ

Shodan product:rabbitmq

Censys 443.https.get.body:/{“product”:“RabbitMQ”,“version”:"

Securitytrails http.html:/management/rabbitmq/

Greynoise port:5672 (RabbitMQ) AND tags:RabbitMQ

Binaryedge title:“RabbitMQ Management”

Zoomeye app:“RabbitMQ Management”

Netlas port:5672 AND product:rabbitmq

Fofa
title=“RabbitMQ Management” || body=“RabbitMQ” ||

header=“RabbitMQ”

Huntr port:5672 AND service.name:rabbitmq

Leakix product:rabbitmq

WinRM

Shodan product:winrm

Censys product:winrm

Securitytrails protocols:“couchdb” and port: 5984

Greynoise http.component:“couchdb” and port: 5984

Binaryedge http.server:“CouchDB” and port: 5984

Zoomeye protocols:couchdb and port:5984

Netlas app:“CouchDB” and port:5984

Fofa app:“CouchDB” and port:5984

Huntr title=“couchdb” && port=5984

Leakix couchdb inurl:5984

PostgreSQL

Shodan port:5432 postgres

Censys
443.versions.protocol: “PostgreSQL” or 5432.versions.protocol:

“PostgreSQL”

Securitytrails pgsql-server

Greynoise port:5432

Binaryedge service:“postgresql”

Zoomeye port:“5432”

Netlas
title:“pgAdmin” OR title:“PostgreSQL” OR title:“pgAdmin 4” OR

title:“pgAdmin3”

Fofa title=“Adminer” || body=“pgsql” || body=“PostgreSQL”

Huntr title:“postgresql” OR body:“postgresql”

Leakix pgsql-server

Gitlab

Shodan http.favicon.hash:-335242539 “gitlab”

Censys 443.https.get.metadata.server: GitLab

Securitytrails http.headers.server:“gitlab”

Greynoise metadata.service:gitlab

Binaryedge title:“GitLab” && protocols:“https”

Zoomeye title:“GitLab”

Netlas http.favicon.hash:-335242539 “gitlab”

Fofa title=“GitLab”

Huntr title=“GitLab”

Leakix title=“GitLab”

SVN

Shodan Server: Apache SVN

Censys tags: svn

Securitytrails svn

Greynoise /svn/index.cgi

Binaryedge title:“viewvc” svn

Zoomeye port: 3690 svn

Netlas os:svn

Fofa

title=“ViewVC” || title=“SVN repository browser” ||

title=“VisualSVN Server” || body=“Powered by Subversion

version”

Huntr svn

Leakix svn

Tomcat

Shodan tomcat country:XX

Censys protocols: “http” and “product:Apache Tomcat”

Securitytrails http.web_server.name:“Apache Tomcat”

Greynoise metadata.product:tomcat

Binaryedge http.server.product:“Apache Tomcat”

Zoomeye app:“Tomcat”

Netlas product:Tomcat

Fofa title=“Apache Tomcat” || body=“Apache Tomcat”

Huntr http.favicon.hash: -1448465410 && http.html: “Apache Tomcat”

Leakix os.query:“Apache Tomcat”

VNC

Shodan “vnc” port:5900

Censys port: “5900” AND “VNC protocol”

Securitytrails “vnc” AND port:5900

Greynoise “vnc” - port:5900

Binaryedge protocol:“vnc” AND port:5900

Zoomeye port:5900 AND app:“RealVNC”

Netlas service:“vnc” port:“5900”

Fofa port=“5900” && protocol=“vnc”

Huntr vnc AND port:5900

Leakix “vnc” port:590

LDAP

Shodan “ldap” port:389 or port:636

Censys tags: ldap

Securitytrails service:ldap

Greynoise tag:ldap

Binaryedge service:“LDAP (389/tcp)” or service:“LDAP SSL (636/tcp)”

Zoomeye app:“openLDAP” or app:“ActiveDirectory”

Netlas service.ldap.banner:“ldap”

Fofa protocol==LDAP

Huntr service:ldap

Leakix port:389 or port:636

NetBIOS

Shodan port:“137” org:"" or netbios_name:""

Censys protocols: “netbiosssn” or netbios.name: “”

Securitytrails netbios_host: or netbios_host:<ip_address>

Greynoise netbios

Binaryedge netbios.domain:“<domain_name>” or netbios.host: <ip_address>

Zoomeye netbios.name: or netbios.ip:<ip_address>

Netlas netbios.host:<ip_address>

Fofa protocol=“NetBIOS” && cert=""

Huntr netbios

Leakix netbios

Teamviewer

Shodan product:teamviewer

Censys 443.versions.banner: TeamViewer

Securitytrails os:‘Windows 7’ && port:5938 && app:‘TeamViewer’

Greynoise metadata.teamviewer.enabled:true

Binaryedge product:‘TeamViewer’ && type:‘host’

Zoomeye app:teamviewer

Netlas teamviewer

Fofa title=“TeamViewer” || header=“TeamViewer”

Huntr service:“TeamViewer”

Leakix port.tcp eq 5938 and port.tcp eq 443 and product eq ‘TeamViewer’

NoMachine

Shodan
“nomachine” port:4000, “nomachine”port:4010, “nomachine”

port:4011, “nomachine” port:4022

Censys “nomachine” and port:4000 or port:4010 or port:4011 or port:4022

Securitytrails
service:“nomachine” and (port:4000 or port:4010 or port:4011 or

port:4022)

Greynoise “nomachine” port:4000 or port:4010 or port:4011 or port:4022

Binaryedge
service:nomachine and (port:4000 or port:4010 or port:4011 or port:

4022)

Zoomeye app:“NoMachine” port:4000 or port:4010 or port:4011 or port:4022

Netlas
service:“nomachine” and (port:“4000” or port:“4010” or

port:“4011” or port:“4022”)

Fofa
title=“NoMachine” && (port=4000 || port=4010 || port=4011 ||

port=4022)

Huntr nomachine AND (port:4000 OR port:4010 OR port:4011 OR port:4022)

Leakix
tags.nomachine AND (ports:4000 OR ports:4010 OR ports:4011 OR

ports:4022)

vCenter

Shodan “vCenter” port:443

Censys 443.https.get.metadata.product:VMwarevCenter-Server

Securitytrails http.title:“vCenter Server”

Greynoise tags:“vmwarevcenter”

Binaryedge title:“vSphereClient”

Zoomeye app:“VMware vSphere”

Netlas http.html_contains:“vmwarevsphere-client”

Fofa
title=“VMware vCenter Server” || body=“vCenter Server” ||

header=“vCenter Server”

Huntr service.name:VMware-vSphere

Leakix product:“VMware vCenter Server”

ESXi

Shodan product:ESXi

Censys os: vmware_esxi

Securitytrails os:‘VMware ESXi’

Greynoise tag:VMware-ESXi

Binaryedge os:‘VMware ESXi’

Zoomeye webapp:VMwareESXi

Netlas os:VMware ESXi

Fofa title=‘VMware ESXi’

Huntr service.name:VMware ESXi

Leakix product:‘VMware ESXi’

Directory Listings

Shodan
“Server: -frontier -akamai -edgecast -fastly -incapsula -nginx -

squarespace -cdn -amazonaws -cloudfront -gstatic -github”

Censys

“protocols: http and 200.status_code:/2[0-9][0-9]/ and body: “Index

of /” and not (body: “HTTP/1.1 301” or body: “HTTP/1.1 302” or

body: “HTTP/1.1 303” or body: “HTTP/1.1 307” or body: “HTTP/

1.1 308”)”

Securitytrailshttp.title:/index of/i

Greynoisemetadata.product:apache && metadata.title:/index of/i

Binaryedgehttp.html.body:/Index of/i && http.status.code:200

Zoomeyeweb.title:/index of/i

Netlashttp.title:/index of/i

Fofatitle=“Index of /” && protocol=“http” && status_code=“200”

Huntrhttp.body:/index of/i && http.status_code:200

Leakixtitle:“Index of /” && protocol:http

SOCKS

Shodan“socks” port:1080

Censys“socks” AND port:1080

Securitytrailsport:1080 AND protocol:socks5

Greynoise“socks” AND port:1080

Binaryedge“SOCKS5” AND port:1080

Zoomeye“SOCKS5” && port:“1080”

Netlas“SOCKS” port:“1080”

Fofa“SOCKS5” && port=“1080”

Huntr“SOCKS5” port:1080

Leakixprotocol:SOCKS5 port:1080

V2Ray

Shodanv2ray

Censystags.v2ray

Securitytrailsv2ray

Greynoisev2ray

Binaryedgev2ray

Zoomeyev2ray

Netlasnetbios.host:<ip_address>

Fofaprotocol==“v2ray”

Huntrv2ray

Leakixv2ray

Squid

Shodanhttp.component: squid

Censys80.http.get.headers.server: squid

SecuritytrailsHTTP.headers.server: squid

Greynoisehttp.server_header: squid

Binaryedgehttp.component: squid

Zoomeyeapp:Squid

Netlashttp.component.product: squid

Fofatitle=“Squid Cache” && protocol=“http” && port=3128

HuntrSquid proxy server" OR "Squid proxy cache

Leakixintext:“Squid Object Cache”

PRTG

Shodanproduct:prtg port:80" or "product:prtg port:443

Censys
443.https.get.body: ‘PRTG Network Monitor’" or "80.http.get.body:

‘PRTG Network Monitor’

Securitytrails
text:‘PRTG Network Monitor’ AND port:80" or "text:‘PRTG Network

Monitor’ AND port:443

Greynoisehttp.user_agent: ‘PRTG’ OR http.title: ‘PRTG’

Binaryedgeproduct:PRTG" or "body:PRTG Network Monitor

Zoomeyeapp:PRTG Network Monitor" or header.server:PRTG Network Monitor

Netlas“prtg” or “prtg network monitor”

Fofa
“title=“prtg” || body=“prtg”” or “protocol=“http” &&

body=“prtg””

Huntr“prtg” or “prtg network monitor”

Leakix“product:PRTG” or “PRTG Network Monitor”

WebDAV

Shodan
Server:Microsoft-IIS/7.5 intitle:“WebDAV” OR “WebDAV

MiniRedir”

Censys
80.http.get.headers.server: Microsoft-IIS/7.5 && title:“WebDAV

MiniRedir”

Securitytrailshttp.headers.server:/Microsoft-IIS/7.5/ && title:“WebDAV MiniRedir”

Greynoise
80.http.get.headers.server:Microsoft-IIS/7.5 && title:“WebDAV

MiniRedir”

Binaryedgehttp.server:Microsoft-IIS/7.5 && html.title:“WebDAV MiniRedir”

Zoomeyeserver:Microsoft-IIS/7.5 && title:“WebDAV MiniRedir”

Netlashttp.server:Microsoft-IIS/7.5 && http.title:“WebDAV MiniRedir”

Fofa"title=“WebDAV” && header=“Microsoft-IIS/7.5”

Huntrhttp.title:“WebDAV” && http.headers.server:“Microsoft-IIS/7.5”

Leakixhttp.title:“WebDAV” && http.headers.server: “Microsoft-IIS/7.5”

IIS

Shodan“Server:Microsoft-IIS” OR “Server:Microsoft-HTTPAPI”

Censys“443.https.get.title:IIS” OR “80.http.get.title:IIS”

Securitytrails
“http.headers.server:Microsoft-IIS” OR

“http.headers.server:Microsoft-HTTPAPI”

Greynoise“http.server:Microsoft-IIS” OR “http.server:Microsoft-HTTPAPI”

Binaryedge“server:Microsoft-IIS” OR “server:Microsoft-HTTPAPI”

Zoomeye“webapp=“IIS”” OR “webserver=“IIS””

Netlas

“http.favicon.hash:-1137975641 AND http.server:“Microsoft-IIS””

OR “http.favicon.hash:-1137975641 AND http.server:“Microsoft-

HTTPAPI””

Fofa
“protocolhttp && header"Server: Microsoft-IIS”" OR “protocolhttp

&& header"Server: Microsoft-HTTPAPI”"

Huntr“iis” OR “microsoftiis”

Leakix
“http.server.name: Microsoft-IIS” OR “http.server.name: Microsoft-

HTTPAPI”

Redis

Shodanport:6379 product:redis

Censysports: “6379” AND tags.raw: “redis”

Securitytrails(“redis” AND port:6379)

Greynoiseredis.server

Binaryedgeprotocols:“redis” -os:“Windows”

Zoomeyeredis port:6379

Netlasservice:redis port:6379

Fofatitle=“Redis” && protocol=“redis”

Huntrport:“6379” AND protocol:“redis”

Leakixport:6379 AND Redis

Cisco Smart Install

ShodanServer: Cisco-SMI

Censys443.issmartinstall:true

Securitytrailsfingerprint:“Device Type: Cisco Smart Install Client”

Greynoise/cgi-bin/discovery/

Binaryedgetitle:Cisco Smart Install - Configuration Assistant

Zoomeyeproduct:Cisco Smart Install

Netlastitle:Cisco Smart Install

Fofaheader=‘X-Remote-Addr’ && title=‘Cisco Smart Install’

Huntrhttp.favicon.hash:-1300641209 && http.title:‘Cisco Smart Install’

Leakixproduct:Cisco Smart Install

InfluxDB

Shodan“InfluxDB” port:8086

Censys(open_influxdb.port:8086)

Securitytrailshttp.title:“InfluxDB Admin”

Greynoise“influxdb” - service.version:1.8

Binaryedgehttp.component:influxdb

Zoomeyetitle:“InfluxDB” port:8086

Netlasport:8086 service:InfluxDB

Fofatitle=“InfluxDB” || body=“InfluxDB”

Huntrtype:service InfluxDB

Leakixserver:“InfluxDB”

Cassandra

Shodan“cassandra” port:9042

Censys“cassandra” AND port:9042

Securitytrailsport:9042 AND “cassandra”

Greynoise“cassandra” AND tags:{“cassandra”}

Binaryedge“cassandra” AND port:“9042”

Zoomeye“cassandra” port:“9042”

Netlas“cassandra” port:9042

Fofatitle=“cassandra” && port=9042

Huntr“cassandra” AND port:“9042”

Leakix“cassandra” AND port:“9042”

GlusterFS

Shodan“GlusterFS”

Censys443.versions =“GlusterFS”

SecuritytrailsGlusterFS

Greynoisehttp.favicon.hash:-434599080 “gluster”

Binaryedgeservice.glusterfs.banner:“GlusterFS”

Zoomeyeapp:“GlusterFS”

Netlashttp.favicon.hash:-434599080 “gluster”

Fofa
title=“Gluster Management Console” || body=“GlusterFS” ||

header=“Gluster”

Huntrtitle:“GlusterFS Management Console”

Leakixservice:/glusterfs/

Hadoop

Shodan“hadoop” port:“50070” or “hadoop” port:“8088”

Censysproduct:Hadoop

Securitytrails“os:Linux” “hadoop”

Greynoise“50070” || “8088” && “hadoop”

Binaryedge“hadoop” in_service:“50070, 8088”

Zoomeye“hadoop” port:“50070” or “hadoop” port:“8088”

Netlasservice.name:hadoop

Fofa
title=“Hadoop NameNode”" or "title=“Hadoop Resource

Manager”

Huntrtitle:“hadoop cluster overview”

Leakixhadoop

Fortigate

Shodanhttp.favicon.hash:728337045 && title:“Fortinet- Login”

Censys443.https.get.title:“Fortinet”

Securitytrailshttp.html:“Fortinet”

Greynoiseport:443 http.html:“FortiGate”

Binaryedgetitle:“Fortinet FortiGate”

Zoomeyetitle:“Fortinet FortiGate Login”

Netlashttp.title:“FortiGate”

Fofa
title=“Fortinet FortiGate Login” || header=“Fortinet” ||

body=“Fortinet”

Huntrtitle:“hadoop cluster overview”

JDWP

Shodanjdwp country:""port:“8000”

Censys443.jdwp

Securitytrails(“java.debugwire”)

Greynoisejdwp

Binaryedgejdwp

Zoomeyeapp:“JDWPDebug-Interface”

Netlasport=8000 protocol=TCP service=JDWP

Fofatitle=“Apache Tomcat”

Huntrjdwp

IPsec

Shodan“ikev2.probe(500)” or “ikev2.probe(4500)” or “ipsec.probe()”

Censys“protocols: ‘ikev2’ or protocols:‘ipsec’”

Securitytrails“ikev2” or “ipsec”

Greynoise“port:500 or port:4500 or port: 1701 and tags:ipsec”

Binaryedge“protocols:ikev2 or protocols:ipsec”

Zoomeye“ipsec” or “ikev2”

Netlas“ikev2” or “ipsec”

Fofa“service.name:“IPSec”” or "service.name:“IKEv2"”

Splunkd

Shodanproduct:splunkd

Censys443.https.get.metadata.product: Splunkd

Securitytrailshttp.html: /en-US/splunkd/

Greynoisemetadata.splunkd.server != null

Binaryedgeproduct: Splunkd

Zoomeyeapp:Splunk

NetlasSplunkd

Fofatitle=“Splunk” && header=“Splunkd”

Huntrtitle:splunkd

Leakixsplunkd

Android Debug Bridge

Shodan“Android Debug Bridge” port:5555

Censys80.http.get.headers.server:“Android Debug Bridge”

Securitytrailsserver:adb

Greynoisemetadata.service == “adb”

Binaryedgeservice:“android debug bridge (adb)”

Zoomeyeapp:“Android Debug Bridge”

Netlashttp.component:“Android Debug Bridge”

Fofaapp=“Android Debug Bridge” || header=“Android Debug Bridge”

Huntrhttp.headers.server:“Android Debug Bridge”

Leakixhttp.server.version:“Android Debug Bridge”

OpenCTI

Shodanhttp.favicon.hash:-1693683099

Censys
443.https.tls.certificate.parsed.extensions.authority_key_id:

0a11b3211d2e25545ed61a568a78545c

Securitytrailsapp=nginx port:443

Greynoise
80.http.get.body.sha256:8f2c29dbae3b1cbbe10d59d8ed144c5999329f

a974aa06f529ee550dc6341e2c

Binaryedgehttp.component:nginx

Zoomeyetitle:‘OpenCTI’

Netlasssl://title:OpenCTI

Fofa
title=“OpenCTI” || header=“X-Opencti-Path” || header=“X-

Opencti-User”

HuntrServer: nginx intitle:“OpenCTI”

Leakixtitle:“OpenCTI”

Wazuh

Shodanwazuh auth_token" or "title:Wazuh

Censys
443.https.get.body_sha256:XV8WbTtTSPBOnQ2R26dA9XFeOXXz0vVd

NllZlf0u0LQ

Securitytrailsgeneric.server:Wazuh

Greynoisemetadata.product:wazuh

Binaryedgewazuh

Zoomeyetitle:Wazuh

NetlasWazuh

Fofaapp=“Wazuh”

Huntrwazuh

Leakixapp:wazuh

Vault

Shodan“Vault Server” port:8200

Censys443.https.tls.certificate.parsed.extensions.subject_alt_name: .vault

Securitytrailsssl.cert_subject_alt_name: .vault

Greynoisehttp.html_hash:3896359815

Binaryedgehtml:" "

Zoomeyetitle:“Vault”

Netlastitle:“Vault”

Fofatitle=“Vault” && port=8200

Huntrtitle:“Vault”

Leakix“vault” port:8200

Rocket.Chat

Shodanproduct:“Rocket.Chat”

Censys443.https.get.metadata.software:Rocket.Chat

Securitytrailshttp.html_body:“Rocket.Chat”

Greynoisehttp.user_agent:“Rocket.Chat”

Binaryedgehttp.favicon.hash:-1788329738

Zoomeyetitle:“Rocket.Chat”

Netlastitle:“Rocket.Chat”

Fofatitle=“Rocket.Chat”

Huntrtitle:“Rocket.Chat”

Leakixhttp.title:“Rocket.Chat”

Mattermost

Shodanhttp.favicon.hash:1565243809

Censys
443.https.tls.certificate.parsed.extensions.subject_alt_name.dns_names:

mattermost.*

Securitytrailshttps.cert.subject.common_name:mattermost.*

Greynoisemetadata.product: mattermost

Binaryedgeprotocols:https && service.metas.product:mattermost

Zoomeyeapp:“Mattermost”

Netlashttp.url.path:/api/v4/users

Fofatitle=“Mattermost” || header=“mattermost”

Huntrbody:“content”:“Mattermost”

Leakixhttps://leakix.net/search?query=mattermost

Gitter

Shodantitle:“gitter” http.component:“gitter”

Censys443.https.tls.certificate.parsed.names:“gitter.im”

Securitytrails“gitter.im”

Greynoise
http.user_agent:“Mozilla/5.0(compatible;Gitter)” or

http.user_agent:“com.gitter”

Binaryedgehttp.component:Gitter or ssl.cert.issuer.cn:gitter

Zoomeyetitle:“Gitter” or header:“XPowered-By:Gitter”

Netlashost:gitter.im

Fofatitle=“Gitter” || domain=“gitter.im”

Huntrtitle:“Gitter”

Leakixdomain:gitter.im

Confluence

Shodan
title:“Dashboard - Confluence”http.favicon.hash:-335242539

“XASEN” -gitlab

Censys
443.https.tls.certificate.parsed.subject.common_name:"*.atlassian.net"

and 443.https.tls.certificate.parsed.subject.organization:Atlassian

Securitytrailshttp.html:/loginpage.action/i and http.html:/forgotlogin/

Greynoisehttp.server:Apache-Coyote/1.1 http.title:Confluence

Binaryedgetitle:“Dashboard - Confluence” and protocols:https

Zoomeyeapp:“Confluence-Atlassian”

Netlashttp.favicon.hash:-335242539 title:“Dashboard - Confluence”

Fofatitle=“Dashboard - Confluence”

Huntrtitle:“Log in - Confluence”

Leakixtitle:“Log in - Confluence”

Jira

Shodan“Jira” port: 80, 443, 8080, 8443

Censys
“Jira” AND protocols:(“80/http” OR “443/https” OR “8080/

http-proxy” OR “8443/https-alt”)

Securitytrails
“jira” OR “atlassian” OR “jira.example.com ” OR

“atlassian.example.com”

Greynoisemetadata.product:jira

Binaryedgetitle:“JIRA - Login” OR body:“powered by Atlassian JIRA”

Zoomeyeapp:“Jira”

Netlas“jira” AND protocols:(“http” OR “https”)

Fofa
title=“Jira - Login” || header=“atlassian” ||

domain=“atlassian.net” || domain=“atlassian.com”

Huntr“jira” OR “atlassian”

Leakixproduct:“jira” OR app:“jira”

Element Matrix

Shodanproduct:“Element Matrix Server”

Censys443.https.get.title:“Element Matrix Services”

Securitytrailshttp.html_title:“Element Matrix Services”

Greynoisehttp.html_title:“Element Matrix Services”

Binaryedgetitle:“Element Matrix Services”

Zoomeyeapp:“Element Matrix Services”

Netlasapp:“Element Matrix Services”

Fofatitle=“Element Matrix Services”

Huntrtitle:“Element Matrix Services”

Leakixtitle:“Element Matrix Services”

SonarQube

Shodanproduct:“SonarQube” port:“9000”

Censys443.https.get.title:“SonarQube”

Securitytrailshttp.title:“SonarQube”

Greynoisehttp.html_title:“SonarQube”

Binaryedgehttp.title:“SonarQube”

Zoomeyetitle:“SonarQube”

Netlastitle:“SonarQube”

Fofatitle=“SonarQube”

HuntrSonarQube

Leakixintext:“sonarqube” AND intext:“rights reserved”

Portainer

Shodanport:9000 portainer

Censys443.https.get.headers.server: portainer

Securitytrailshttp.html:“Portainer” && http.url:“/api/status”

Greynoise
http.request.method: GET && http.request.uri.path: /api/status &&

http.response.body:Portainer

Binaryedgehttp.component:portainer && http.component_category:application

Zoomeyeapp:“Portainer” && port:“9000”

Netlasport:9000 AND service:portainer

Fofa
title=“Portainer” && header=“Powered by Portainer” &&

protocol=“https”

Huntrtitle:“Portainer”

Leakix
title:“Portainer”

Nextcloud

Shodannextcloud

Censys
443.https.get.body_sha256:65db03f60e82d7c34a6b9455948f975931c

90476e90e408d20f2af2db4699f25

Securitytrailsnextcloud

Greynoisehttp.html_body:nextcloud

Binaryedgeproduct:“Nextcloud”

Zoomeyetitle:“Nextcloud”

Netlashttp.favicon.hash:-575579963

Fofatitle=“Nextcloud” || header=“Nextcloud” || html=“Nextcloud”

Huntrnextcloud

Siemens PLCs

Shodan

“Siemens PLC” port:102, “Siemens PLC” port:502, “Siemens

PLC” port:161, “Siemens PLC” port:2000, “Siemens PLC” port:

102/tcp, “Siemens PLC” port:102/udp, “Siemens PLC” port:502/

tcp, “Siemens PLC” port:161/tcp, “Siemens PLC” port:2000/tcp

Censys
(“Siemens” AND “plc”) AND protocols: “modbus”, “s7”,

“bacnet”

Securitytrails“Siemens” “PLC” site:*.com

Greynoise“Siemens PLC” OR “S7 PLC”

Binaryedge“Siemens PLC” OR “Siemens Simatic” OR “Siemens S7”

Zoomeye“Siemens” “PLC”

Netlas“Siemens” “PLC”

Fofatitle=“Siemens” && title=“PLC”

HuntrSiemens PLC"

LeakixSiemens PLC
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