goldenPac
sambaPipe

smbrelayx

smbclient
addcomputer
getArch
exchanger
lookupsid

netview

smbpasswd

mssqlinstance

mssqlclient

esentutl
ntfs-read

registry-read

findDelegation
GetADUsers
Get-GPPPassword
mqtt_check
rdp_check

sniff

sniffer

ping

ping6
nmapanswermachine
split

machine_role

Known Vulnerabilities

)~ MssQL/TDs

File Formats

Other

Impacket Libraries

7

Remote Execution

SMB/MSRPC
reg
rpcdump
rpcmap
Kerberos
samrdump
services

Windows Secrets —<

Server Tools/MiTM Attacks

wmr -C

psexec
smbexec
atexec
wmiexec
dcomexec

GetTGT

GetST

GetPac

GetUserSPNs

GetNPUsers

rbcd

ticketConverter
ticketer
raiseChild
kintercept

keylistattack

secretsdump

mimikatz

ntimrelayx
karmaSMB

smbserver

wmiquery

wmipersist
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