--max-scan-duration SECONDS
IR ]
--request-timeout SECONDS , [
-~ Time Template 0= [
--connect-timeout SECONDS \‘ "
\ ]
\ ]
--url URL \ I
\ I
\ I
--scope DOMAINS A \ h
\‘\\\\ ‘ '
--vhost VALUE - Target o= 3 h
i \ ]
--server SERVER “ \ 1T -0
- \ ]
oy ! !
\
--user-agent, --ua VALUE ‘\ \ 'l "
\
\‘ ‘ l
--random-user-agent, --rua y v ) I,
—~ User Agent o=~ | [
--user-agents-list FILE-PATH \\ \‘ \ ) !
- Vot ! N
\
-h, --info \ vl ! "
—-hh

--version

-v, --verbose

--[no-]banner /i

--force  /f

--[no-Jupdate

--ignore-main-redirect

--disable-tls-checks A

—-timthumbs-list FILE-PATH %\

/ \
—-db-exports-list FILE-PATH 3~ Others o-= ! W
1" \
[ [ W
--stealthy ~ // ! W\ “
— 7 ! W
--exclude-content-based REGEXP_OR_STRING Exclude [} \ \‘ \
- ! \
[} \ \‘ ‘\
[ \ - =0
--themes-version-detection MODE ] \ \‘
__\‘ ' ‘
--main-theme-detection MODE ,l |‘ “
% Mode | VY
. J \
--themes-detection MODE /¥ | v )
i \ J v )
--timthumbs-detection MODE ~ / 'l v o
! v -
vt Vulnerable themes " \‘
. W
t Popular themes _ default / Theme © “
v / \
at All themes / \
- “‘ l‘, ‘-o
--themes-threshold THRESHOLD

Enumeration

--themes-version-all >}

--themes-list LIST /

tt Timthumbs
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--plugins-detection MOD

mode -
;<. --plugins-version-detection MODE
vp Vulnerable plugins
Plugins 1 Default Enumeration ap All plugins
. p Popular plugins
enumeration ! --wp-plugins-dir DIR
7/ —plugins-list LIST
% Plugin Enumeration /.-
' “._ -plugins-version-all
--plugins-threshold THRESHOLD
--headers HEADERS Examples: 'X-Forwarded-For: 127.0.0.1", 'X-Forwarded-For: 127.0.0.1;
Headers -------

--users-list LIST

/ --users-detection MODE

User /.-
—‘ --exclude-usernames REGEXP_OR_STRING
-U, --usernames LIST
Brute Force “{\‘ --multicall-max-passwords MAX_PWD
Password --password-attack ATTACK

Threads

Cookie

Proxy -

Authentication

-P, --passwords FILE-PATH

-t, --max-threads VALUE

-
.
-
_—
N

--throttle MilliSeconds

--wp-content-dir DIR

/ -—-config-backups-list FILE-PATH

Directory -0, --output FILE

. -f, --format FORMAT

--cookie-string COOKIE

/ --cookie-jar FILE-PATH

--cache-ttl TIME_TO_LI

., --Clear-cache

\ --cache-dir PATH

--proxy-auth login:password

--proxy protocol://IP:port

--http-auth login:password

--api-token TOKEN

N, --login-uri UR
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