Cryptee
Proton Drive Cloud Storage
Nextcloud
AdGuard
Cloudflare
Control D
Recommended Providers
Mullvad
Quad9
NextDNS
DNS Resolvers
RethinkDNS

} Encrypted DNS Proxies
>— Self-hosted Solutions

dnscrypt-proxy
AdGuard Home

Pi-hole
Proton Mail
StartMail Recommended Email Providers
Tutanota }
>— Email Aliasing Senvices
SimpleLogin

AnonAddy Email Senices ==~

Mailcow

>— Combined software solutions

Self-Hosting Email
Mail-in-a-Box

Brave Search

Providers

Tutanota

Proton Calendar

Desktop —C

Mobile

{ Calendar and Contact Sync —C

ExifCleaner

MAT2
ExifEraser (Android)
Data and Metadata Redaction Metapho (i0S)

PrivacyBlur

Command-line ExifTool

Thunderbird
Cross-Platform —C . .
Thunderbird-user.js (advanced)
Apple Mail (macOS)
Email Clients Canary Mail (i0S)
FairEmail (Android)
GNOME Ewolution (GNOME)
K-9 Mail (Android)
Kontact (KDE)
Mailvelope (Browser)
NeoMutt (CLI)
Cryptomator (Cloud)
Multi-platform Picocrypt (File)

VeraCrypt (Disk)

Ente
Secure Photo Storage PhotoPrism
Piwigo
BitLocker
OS Full Disk Encryption FileVault

Browser-based hat.sh

Platform Specific
Command-line -<

Encryption Software
GNU Privacy Guard
OpenPGP ‘é
OpenKeychain

File Sharing —<
File Sharing and Sync {

FreedomBox
LBRY

ryptor

Tomb

GPG4win
GPG Suite

Send

OnionShare

File Sync Syncthing

Librarian

Twitter Nitter

Software

Tik Tok ProxiTok

(
\

Frontends

FreeTube

NewPipe (Android)

Invidious

Piped

Hardware Security Keys -C
Authenticator Apps -<

YubiKey
Nitrokey / Librem Key
Aegis Authenticator
Raivo OTP
Akregator
Multi-Factor Authenticators == Feeder

Fluent Reader

GNOME Feeds

Aggregator clients
Miniflux
NetNewsWire
News Aggregators
Newsboat
Reddit
Social Media RSS Support Twitter
YouTube
Joplin

Cloud-based -C

Local notebooks

Notebooks Standard Notes

Org-mode
Bitwarden
Cloud-based 1Password

KeePassXC

Linux Unified Key Setup === Opening encrypted containers

DuckDuckGo
Search Engines
SearXNG
Startpage
Proton VPN
IVPN
Mullvad
VPN Senices
Sentinel
AdGuard VPN
Surfshark
gBittorrent
Transmission
Deluge Torrent Clients
WebTorrent
BiglyBT
Fedora Workstation P =
rivacy Tools
Open SUSE Tumbleweed Traditional Distributions
Arch Linux
Fedora Silverblue
>— Immutable Distributions
NixOS Desktop/PC
Whonix
>— Anonymity-Focused Distributions
Tails
Qubes OS Security-focused Distributions
OpenWrt
OPNsense /F Operating Systems
Router Firmware
pfSense
LibreCMC
LineageOS

Ubuntu Touch

CalyxOS

} Android
GrapheneOS
} Tor Network

Tor Browser

Orbot (Smartphone Tor Proxy)

Snowflake
Firefox .
>_ Desktop Browsers Internet Browsing
Brave
Brave Android
>— Mobile Browsers
Safari iOS

y @hackinarticles https://github.com/Ignitetechnologies in

Local Storage

N
£

KeePassDX (Android)

Strongbox (i0S & macOS)

Password Managers ‘(

Office Suites
Productivity Tools —<

Paste senices
Real-Time Communication {

Video Streaming

Crypto Exchange é

é
:

https://in.linkedin.com/company/hackingarticles

Command-line Gopass
LibreOffice
OnlyOffice

CryptPad

PrivateBin
Signal
Element
Cross-Platform Messengers
SimpleX Chat

Session

Other Messengers Briar (Android)

v
z

Cryptocurrency

Clients LBRY

AgoraDesk
LocalMonero
Bisq
Binance
Samourai
Sparrow Wallet
BitLox

=™ Bitcoin Wallets
Wasabi
Edge

Electrum

Monero GUI Wallet
Feather Wallet

Monero Wallets
Cake Wallet

Monerujo
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